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Introduction 
To send emails via Amazon Simple Email Service (SES) a verified identity must be configured and used 
to specify the “from” / “sender” / “source” address of outbound emails.  

Historic regulations 

It was previously possible to simply register and verify individual sender email addresses in the SES 
control panel, but as large email server operators implement more modern security policies this is no 
longer su^icient. 

Current regulations 

When these identities are registered on domains (the part of the email address after the @ symbol) 
outside the direct control of the SES administrator these shall be referred to in this document as third-
party controlled domain identities for third-party sender domains.  

These domain operators/controllers must explicitly grant permissions for Amazon to act on the behalf 
of the domain when sending emails to ensure secure, reliable delivery occurs. This is part of an 
industry-wide process underway to prevent email spoofing and reduce spam. [2] 

To successfully deliver emails from third-party sender domains into inboxes on modern and well-
configured mail servers it is necessary to implement and conform to Domain-based Message 
Authentication, Reporting & Conformance (DMARC) standards. [1] 

This means configuring Sender Policy Framework (SPF) and DomainKeys Identified Mail (DKIM) on the 
domain specified as the sender and aligning these with settings in the SES control panel. 

This is a task which, by design, must be performed (in part) by the operator/controller of the third-party 
sender domain. They must explicitly grant permission for Amazon SES to send emails as though the 
emails originated directly from the third-party sender domain. 

 

Important Information Highlights 
• SPF, DKIM and DMARC are all now required for reliable mail delivery 
• A domain identity must be used in SES to configure these; individual verified email 

addresses cannot have DKIM or DMARC configured on them 
• DNS records must be updated to configure SPF, DKIM and DMARC; the domain 

operator/controller must take part in this process 
• The domain operator/controller must consent to SES sending emails on behalf of their 

domain – some domain operators (e.g. Google) cannot do this 
• The domain operator/controller must fully and correctly update their domain records to 

grant SES permission to send emails on the behalf of their domain 
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Process Overview 
There are five steps that must be performed to complete this process. Some steps must be performed 
by an SES administrator, some by the third-party sender domain operator/controller. 

In the case a step has already been performed (such as creation of a domain identity – but without 
configuration of DKIM being completed) simply proceed to the next step. 

 SES administrator Domain 
operator/controller 

1. Select a domain to use as a third-party sender 
domain, on which the operator/controller is 
willing and able to complete the required DNS 
system configuration changes.  

 

 Y 

2. Create a domain identity in the SES control 
panel for this domain. 

 
Y  

3. Verify control over this domain: 
   

i. Use Amazon Easy DKIM to generate a 2048-
bit RSA signing key. 

 
Y  

ii. Configure DKIM on the domain by adding the 
SES provided CNAME records to the DNS 
entry for this domain – this can be performed 
separately but is described in Step 5. 

 

 Y 

4. Specify a “Custom MAIL FROM domain” in SES: 
   

i. Configure SPF on a subdomain 
(recommended: sesmail.<domain.tld>) in 
SES. 

 

Y  

ii. Add the SES provided MX and TXT records to 
the DNS entry for this domain – this can be 
performed separately but is described in 
Step 5. 

 

 Y 

5. Configure DMARC on the domain by adding the 
SES provided DNS records (for SPF, DKIM and 
DMARC – as required) to the DNS entry for this 
domain. 

 

 Y 
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Step 1 – Selecting a Domain 
It is only possible to complete the DMARC configuration process for identities registered to third-party 
sender domains over which the SES administrator can have permission be granted for Amazon SES to 
send emails on behalf of users/mailboxes. 

NB: It will not be possible to set up fully verified identities and send emails from domains which are 
operated by significant service providers, e.g.: Google, The NHS, Yahoo, because they (correctly) will 
not grant this permission to systems outside their control. 

SES system users who have currently configured sender identities with an address on one of these 
externally controlled domains will find very few emails can be delivered and the system user will need 
to migrate their chosen identities and begin sending from a domain they can configure permissions for 
via DNS record changes. 
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Step 2 – Creating a Domain Identity 
When creating a Domain Identity, it is possible (and straightforward) to set up both DKIM and SPF at 
identity creation time. The appropriate DNS records can be added to the configured domain 
immediately afterwards and SES will verify the domain when these record changes propagate through 
the global DNS system (this may take 48 hours but is usually much quicker – often within an hour) 

 

Domain Identity Creation Process 
1. Navigate to Amazon SES, selecting the appropriate region for the account. 
2. In the left-hand menu, under “Configuration” select “Identities”. 
3. Click the “Create identity” button, top right. 
4. In the “Identity details” section: 

I. Choose the “Domain” option, top left. 
II. Enter the name of the selected third-party sender domain. 

III. A default configuration set should be provided by the Amazon SES account 
administrator – this is to simplify capture of failure notifications e.g. mail bounce 
reports. Tick the “Assign a default configuration set” box and use the drop-down menu 
to select the supplied configuration set name. Creation and management of 
configuration sets is outside the scope of this document. 

IV. Tick the “Use a custom MAIL FROM domain box and enter the chosen mail subdomain 
(recommended: sesmail). 

5. In the “Verifying your domain” section: 
I. Open the “Advanced DKIM settings” subpanel. 

II. Choose the “Easy DKIM” option, on the left. 
III. For the DKIM signing key length, choose: RSA_2048_BIT. 
IV. Ensure the DKIM signatures checkbox is enabled. 

6. At the bottom of the page, click “Create identity” to complete identity creation. 

 

Example images of this process underway are provided below: 
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Fig 1: Identity creation – Identity details 
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Fig 2: Identity creation – Verifying your domain 

 

  

 

This process guide assumes the sender domain is under third party control and operation, and so the 
“Publish DNS records to Route53” boxes can have no e^ect. 
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Step 3 – Verifying Control Over a Domain via DKIM 
For verification of domain control, DKIM must be configured with matching values in both SES and 
some DNS records on the third-party sender domain. 

If the domain was created in line with Step 2 in this document then DKIM is already configured correctly 
in SES and only DNS record setup needs to be performed. 

DKIM configuration verification & DNS record setup process 
1. Navigate to Amazon SES, selecting the appropriate region for the account. 
2. In the left-hand menu, under “Configuration” select “Identities”. 
3. Select the domain identity to verify (click the underlined domain name entry). 
4. Verify settings in the “Authentication” tab, in the “DomainKeys Identified Mail” panel: 

(If any of these are incorrectly configured, click the “Edit” button top right. Make and save the 
required configuration changes on the “Edit DKIM settings” page) 

I. Verify DKIM signatures are set to Enabled. 
II. Verify Easy DKIM is being used and there is an “Easy DKIM” toggle to view DKIM signing 

settings. 
III. Open the “Easy DKIM” subpanel and verify DKIM signing length is RSA_2048_BIT. 

5. Collect DNS record entries from the “Authentication” tab, in the “DomainKeys Identified Mail” 
panel: 

I. Open the “Publish DNS records” subpanel. 
II. Copy the provided CNAME record names and values for later use. There should be three 

(3) records listed and all of them should be published to the domain. 
6. Go to the DNS management console / system for the domain to be verified. 

(Examples of DNS management systems provided in Step 5) 
7. Create new CNAME DNS records for the domain, using the provided names and values 

generated by Amazon SES Easy DKIM. 
8. Save these record changes. It may take 48 hours for this to propagate through the global DNS 

system but the process is usually much quicker. 
9. Periodically check the Amazon SES Identities page until the Identity status for this domain 

shows as “Verified”. 

If domain a verification shows as “Failed” in the SES Identities page, this generally means that DKIM 
record detection has timed out – perhaps because signatures were created previously but CNAME 
records were not published to the domain as required. Ensure CNAME records have been correctly 
published to the domain. 
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Fig 3: Domain verification – DKIM verification pending 

 

 

Fig 4: Domain verification – Domain identities verification status 
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Fig 5: DKIM configuration – Edit DKIM settings page 
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Step 4 – Configuring SPF authentication 
For authentication of email sending permission for a third-party sender domain, SPF must be 
configured on a subdomain of the third-party sender domain. This must be configured to permission for 
Amazon SES to send emails on the behalf of this domain. 

If the domain was created in line with Step 2 in this document then a custom MAIL FROM subdomain is 
already configured correctly in SES and only DNS record setup needs to be performed. 

SPF configuration verification & DNS record setup process 
1. Navigate to Amazon SES, selecting the appropriate region for the account. 
2. In the left-hand menu, under “Configuration” select “Identities”. 
3. Select the domain identity to configure (click the underlined domain name entry). 
4. Verify settings in the “Authentication” tab, in the “Custom MAIL FROM domain” panel: 

(If any of these are incorrectly configured, click the “Edit” button top right. Make and save the 
required configuration changes on the “Edit custom MAIL FROM domain” page.) 

I. Verify a custom MAIL FROM domain has been configured. 
5. Collect DNS record entries from the “Authentication” tab, in the “Custom MAIL FROM domain” 

panel: 
I. Open the “Publish DNS records” subpanel. 

II. Copy the provided MX and TXT record names and values for later use. There will be one 
(1) of each record type listed. 

6. Go to the DNS management console / system for the domain to be verified. 
7. Create a new MX DNS record for the subdomain, using the provided value, to configure a return 

path for email to Amazon SES in the correct region. 
8. Create a new TXT DNS record for the subdomain, using the provided value, to configure SPF on 

this subdomain granting SES authorisation to send emails from the subdomain. 
9. Save these record changes. It may take 48 hours for this to propagate through the global DNS 

system but the process is usually much quicker. 
10. Periodically check the Configuration Identity page until the MAIL FROM configuration status for 

this domain shows as “Successful”. 

 

Fig 6: SPF verification – SPF configuration successful 
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Fig 7: SPF configuration – Edit custom MAIL FROM domain page 
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STEP 5 – DNS record publishing to configure DMARC 
DNS records for SPF, DKIM and DMARC all need to be added (or updated) for the third-party sender 
domain being configured. 

These can be updated individually, but for simplicity this guide details all these changes together 
(because they are all configured in the same external system). 

The exact method to configure these will depend upon the DNS provider / nameserver hosting the 
domain. These changes should be performed by a competent, authorised individual and it is expected 
that they should be able to account for di^erences between the examples and the actual system in use. 

 

DNS record formats 
Feature DNS record 

type 
Name Value 

DKIM CNAME [KEY]._domainkey.<domain.tld> [KEY].dkim.amazonses.com 
SPF MX sesmail.<domain.tld> feedback-smtp.[REGION].amazonses.com 
SPF TXT sesmail.<domain.tld> “v=spf1 include:amazonses.com ~all” 

DMARC TXT _dmarc.<domain.tld> "v=DMARC1; p=[OPTION];" 
DMARC TXT _dmarc.sesmail.<domain.tld> "v=DMARC1; p=[OPTION];" 

 

Text in angled brackets < > should be replaced with the domain being configured. These may be pre-
populated by the DNS management console / system. 

Text in square brackets [ ] should be replaced as detailed below: 

Text Details 
[KEY] Three values supplied by Amazon SES. These should be matched in the name and 

value of each DNS record. 
[REGION] The Amazon SES region the mail server is operating in. 
[OPTION] DMARC supports the following: none, quarantine, reject. 

We recommend the setting quarantine for DMARC to be e^ective. The setting none 
is provided by Amazon as an example, but this causes DMARC to have minimal 
positive e^ect. 
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DNS record publishing process 
1. Go to the DNS management console / system for the domain to be verified. 
2. To configure DKIM: 

I. Create three (3) new CNAME DNS records for the domain, using the provided names 
and values generated by Amazon SES Easy DKIM. 

3. To configure SPF: 
I. Create a new MX DNS record for the subdomain, using the provided value, to configure 

a return path for email to Amazon SES in the correct region. 
II. Create a new TXT DNS record for the subdomain, using the provided value, to configure 

SPF on this subdomain granting SES authorisation to send emails from the subdomain. 
4. To configure DMARC: 

I. Create two new TXT DNS records, one for the domain, and one for the SPF subdomain, 
to configure DMARC and ensure best possible alignment. 
It is recommended to configure DMARC at the “quarantine” level. 

5. Save these record changes. It may take 48 hours for these to propagate through the global DNS 
system but the process is usually much quicker. 

 

Fig 8: DNS record configuration – Amazon Route 53 
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Fig 9: DNS record configuration – Gandi (classic) 

 

 

Fig 10: DNS record configuration – Namesco 
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Appendix 
 

SPF, DKIM & DMARC setup verification 
There are a variety of free services that will perform DNS lookup checks on a domain to verify SPF, DKIM 
and DMARC are configured. These should be independently verified: having DMARC configured and 
verified in isolation is not su^icient to demonstrate SPF and DKIM are configured correctly and without 
these permission for SES to deliver mails on behalf of a domain is not granted. 

It is beyond the scope of this guide to detail all of these services. 

 

End to End testing 
Test emails sent from a third-party sender domain can be examined (especially the headers) for 
compliance with SPF, DKIM and DMARC.  

Because email sent from incorrectly configured domains may be rejected by the receing server it may 
be necessary to conduct testing with an email service which will not apply this verification – but can 
report on it. There are free services which can make this easier, for example yopmail.com has an 
excellent delivery report information tool. 

 

Fig 11: Delivery report – yopmail 

 

 

 

https://yopmail.com/
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